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Important Information

By enrolling your personal device in the University’s MDM solution “Microsoft Intune”, Microsoft
provide UWTSD the functionally to remotely reset your device to its out of box experience. UWTSD
policy is that it will NEVER factory reset a personal device.

Before taking the decision to enrol your device you must ensure your data is backed up to an
external source such as an external drive or cloud storage.
How to Back Up Your Data and Keep Your Files Safe (techtarget.com)

By enrolling your device, you acknowledge that the university will not be responsible for any loss of
data from your device.


https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.techtarget.com%2Fwhatis%2Ffeature%2FHow-to-back-up-your-data-and-keep-your-files-safe&data=05%7C01%7Cs.r.thomas%40uwtsd.ac.uk%7Cc3127d8dfd8349d9466808db03b6b182%7C4e0f11f9046e45059cb8db2152311e21%7C0%7C0%7C638107855416447836%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oNtYCwX5hOwk0sKGA%2B73zrbLhxNn7ByBSpux8lD5F8Q%3D&reserved=0

Enrolling your device

Please Note if you see the following, please go to Step 1 to enroll your device

Access to Office 365 is blocked

Access to Office 365 is blocked by your organization's security policy.

Your personal BYOD device is currently not managed by UWTSD and blocked from
accessing organisational data. To access organisational data please enrol your
device in the University’'s mobile management solution — Microsoft Intune. Please
visit www.uwtsd.ac.uk/BYOD for further information and user guides on how to

enrol your device.



Step1

Visit the following website to download and install the Company Portal

https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

Step 2

Scroll down the website and click the Enroll My Mac link

& &

% Filter by title

Install mobile threat defense app
> Android device management
» i05/iPadOS device management
» Linux device management
~ macOS device management
~ Enrollment
What happens when you enroll a
macOS device?
Enroll your macOS device
Enroll your organization-provided

macQOS device
Unenroll Mac
» Company Portal for macOS
> Update device settings
> Get help
> Windows device management

> Using the Intune Company Portal

website

Step 3

Use the following steps ta enroll your macQOS device with your organization. Your

@) https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

device must be running macOS 10.15 or later.

@ Note

&

Al @ ¥ & = @ 8

Throughout this process, you might be prompted to allow Company Portal to use

confidential information that's stored in your keychain. These prompts are part of

Apple security. When you get the prompt, type in your login keychain password
and select Always Allow. If you press Enter or Return on your keyboard, the

prompt will instead select Allow, which may result in additional prompts.

Install Company

Portal app

1. G¢ to Enroll My Mace
2. TheG

Portalinst!

continue through the steps.

3. Agree to the software lic

4. Enter your device password or registered fingerprint to install the software.

5. Open Company Portal.

@ Important

ense agreement.

ller .pkg file will download. Open the installer and

Open your downloads folder and open the “CompanyPortal-installer.pkg” file

[ BON )
Favourites
@ Recents

Y Documents

@® Downloads

2« Applications

(= Desktop

B3 Mac Printer Drivers
@ AirDrop

B5 guide

D Creative Cloud Files

{ > Downloads

Name

7 other downloads

<>

mAminane

Size Kind

-- Folder

‘e CompanyPortal-Installer.pkg

24.8 MB Installe...ackage!”



https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

Step 4

Run through the installation wizard to install the Company Portal.

Please Note: When you are prompted to enter a username and password at this stage, this will
be your Administrator username and password. If you are unsure of this, please contact the

owner of the Mac

[ ] @ Install Intune Company Portal s}

Software Licence Agreement
English

MICROSOFT APPLICATION LICENSE TERMS
MICROSOFT INTUNE COMPANY PORTAL FOR macOS
These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the application
named above. The terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

Intraduction

® Licence

+  support services

for this application, unless other terms accompany those items.
If so, those terms apply.

BY USING THE APPLICATION, YOU ACCEPT THESE
TERMS. IF YOU DO NOT ACCEPT THEM, DO NOT USE
TUE ADDI TAATTAN

Print... Save... Go Back Continue

& Install Intune Company Portal
Software Licence Agreement

English )
MICROSOFT APPLICATION LICENSE TERMS

Introduction

® Licence

To continue installing the software you must agree to the terms of the
software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read Licence Disagree Agree

1F 5o, those terms
BY USING THE APPLICATION, YOU ACCEPT THESE
TERMS. IF YOU DO NOT ACCEPT THEM, DO NOT USE

TUE ADDI TRATTAN

Print... Save... Go Back Continue

Installer

Introduction
Licence Installer is trying to install new software.
Destination Select
Installation Type [ : ]

® Installation

Enter your password to allow this.

Install Software

Cancel

Pane

[ ] @ Install Intune Company Portal 8
Welcome to the Intune Company Portal Installer

You will be guided through the steps necessary to install this

® Introduction
software.

Continue

L ] & Install Intune Company Portal a8
Standard Install on “Mac HD"

Introduction This will take 78.6 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Mac HD"

Licence
Destination Select
@ Installation Type

Change Install Location...

Go Back Install

‘& Install Intune Company Portal 8

The ion was P y.

Introduction
Licence
Destination Select
Installation Type
Installation

The installation was successful.

® Summary
The software was installed.




Steps

Once installed, open the ‘Company Portal’ app from the website and click ‘Sign in’.

LN

Company Portal

Microsoft privacy & cookies

Step 6

Enter your university e-mail address, click ‘Next’ then enter your password and click 'Sign

in’.
B2 Microsoft
< joet castme (D
Sign in
g Enter password
Email address or phone number Password
Can't access your aceount? Forgotten my password
=
Mext Need IT Help? Visit
www, uwtsd.ac.uk/mfa, or call us on
0300 500 5065,
Step 7
Approve the MFA prompt

Approve sign-in request
@ Open your Microsaft Authenticator app
and approve the request to sign in.

I can't use my Microsoft Authenticator app right
now

Need IT Help? Visit
www.uwtsd.ac.uk/mfa, or call us on
0300 500 5055,




Step 8

Click Begin to setup Univeristy of Wales Trinity Saint David access, followed by continue

@ Review privacy © Review privacy What can University of Wales Trinity Saint David see?
‘ information | information
@ Install management @ Install management
profile profile ® ‘
i i init i i ¥e ti 't ‘Your crganization can:
) iCacking dvienstings Set up University of Wales Trinity Saint David access Y —— ‘our organization can’ ‘
Sot up your devics - View browsing history on this device - View the madel, serial number, and

operating system
+ See the names of apps you've installed
« Identify your device by name

+ Reset lost or stolen device to factery
settings

+ Open your emals, contacts, or calendar
- Access your passwords
- Review your documents

Learn more

Your Mac will then start to register

© Review privacy
‘ information

/& Install management
profile

@ Checking device settings Registering your Mac...

You may need to provie keychain access

P

G

Step 9

To install the management profile click Download Profile. Once downloaded you will be taken to
Profiles settings on your Mac

Q:
Steven Leigh @ Vansaement Profil
Appis 1D A
© Review privacy Install management profile
‘ information Start Using iCloud (1]
‘ profile 2 SelacT INSTall and Tollow The on-screen instructions to complets the installation. Wi-Fi
@ Checking device setings 3. Come back to Company Portal B suwetoon

@ Network
@ ven

(3 Notitications
€D sound
Focus

&3 screen Time

() seneral
poearance
Learn more Accessibility
(53 Control Centre
1B siri & spotiignt
. [0 Privacy & security

(“Back )



Step 10

Double click the profile and click Install to install the profile.

Please Note: When you are prompted to enter a username and password at this stage, this will
be your Administrator username and password. If you are unsure of this, please contact the
owner of the Mac

Q

Steven Le|

g Apple ID

Start Using iCloud

B wi-Fi
B Bluetooth
Network
VPN

3 wotifications
Sound
Focus

B screen Time

2} General

< Profiles

Downloaded

Are you sure you want to install this profile?

i) Management Profile
U Verified

Description  Install this profile to get access ta your company apps

Signed |0SProfileSigning.manage. microsoft.com
Received 24 Nov 2022 at 14:11
Settings Profile Service Enrolment

fef. amsub0302 manage microsoft.com

Details

Profile Service Enrolment

Description Encrypted Profile Service
(3
Accessibility]  install.. Ignore  Cancel
{5 control Cent T

B siri & spotlight

| 0 Privacy & Security

—

Profiles

Profiles is trying to enrol you in a remote
management (MDM) service.

Enter your password to allow this.

@ Review privacy
| information

@® Install management

| profile

@ Checking device settings

You're all set!

You should now have access to your email, devices, Wi-Fi, and apps for work.

Done



When accessing UWTSD Office 365 services via a web browser, you will be prompted to select a
certificate for authentication. This will be the certificate you installed previously. Click OK to
allow this.

Select a certificate for authentication X

Site device.login.microsoftonline.com:443 needs your credentials:

Subject Issuer Valid since

725d3chb0-6b96-468e-ade... MS-Organization... 16/11/2022

Certificate Information Cancel “

Please Note: You will need to wait at least 5-10 minutes for the compliance checks to complete
before you are able to access corporate data.

10



Enabling Browser Single Sign-On

Summary

The following section details how to enable Web Browser single Sign-On once your device is
enrolled. This will allow you to access organisational data without any cut, copy, paste and download
restrictions.

Please Note: You will only need to make this configuration once on your preferred browser choice.

Microsoft Edge

Step 1
Open Microsoft Edge
Step 2

Top right of the browser, Click sign-in

000 O E newmn x B
o (o #)@ x ¢ » olg-

Step 3

Under the ‘Choose an account’ section, confirm that your university e-mail address appears. If it
does, click ‘Sign in to sync data’. If it doesn’t, click ‘Sign-in’ and proceed to Step 4.

e
. Profile 1
o

Back up your browsing data and see your
favourites, passwords, histary, and more an
all your devices.

Microsoft Privacy Statement

! Choose an account

Sign in to sync data

& Other profiles h

11



Step 4

Enter your university e-mail and password

BY Microsoft

Let's get you signed in

No account? Create with any email, Gmail or phone!

Step 5

Approve MFA.

mru

.q Prifysgol Cy
N ¥

Universi
Ty 5

Approve sign-in request

Walos
4

e Open your Microsoft Authenticator app and
approve the request to sign in.

| can't use my Microsoft Authenticator app right no-.‘f

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us
on 0300 500 5055.

Terms of use  Privacy & cookies

Enter password

Forgot my password

Sign in with another account

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us

on 0300 500 5055.

Terms of use  Privacy & cookies

12



Google Chrome

Step 1
Open the following link within Google Chrome:

Windows Accounts - Chrome Web Store (google.com)

Step 2
Install the extension.
Step 3

Click on the extension button within your toolbar and pin the ‘Windows Account’ extension

Es
1
»
=
he

) X
Extensions
No access needed
These extensions don't need to see and change
information on this site.
B8 Windows Accounts n

£t Manage Extensions

Step 4

Select the 'Windows Account' extension found in the top right extension toolbar and then login with

your university e-mail address and password

r
LI & Windows Accounts - Chrome© X €3 Log-in | Microsoft 365 x |+ v

C @ office.com th % IE* o a

We use optional cookies to improve your experience on our websites, such as through social media cannections, and
(1) o display personalised acvertising based on your online activity.If you reject optional cookies, only cookies necessary

10 provide you the services will be used. You may change your selection by clicking "Manage Cookies'at the bottom of Ackep Reject Manage cookics
the page Privacy Statement Third-Party Cookies
. ft . ! R
[ 1 ICrosofl Office Products v Resources v Templates  Support My account Buy now All Microsoft ~  Sign in )

The Office app is now the new Microsoft 365 app, your home to find, create, and share your content and ideas. Learn more >

S

Office is now
Microsoft 365

The all-new Microsoft 365 lets you create, share
and collaborate all in one place with your

favourite apps

Sign up for the free version of Microsoft 365 >

8 FL000 000 = sl
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https://chrome.google.com/webstore/detail/windows-accounts/ppnbnpeolgkicgegkbkbjmhlideopiji?hl=en-GB

Please note: If you see the screenshot below, please delete your browser cache by following the
steps below

AN

Access to Microsoft Exchange Online is monitored

For improved security, your organization allows access to Microsoft Exchange Online in monitor
mode.

Access is only available from a web browser.

[ Hide this notification for all apps for one week

Step 5

Click ‘Customise and control Google Chrome’ button, then select ‘History’, then ‘History’ again

Own Devic... ﬁ Volume Licensing Serv... = Shareq

2 )

New tab
New window

New Incognito window

History

Downloads

Bookmarks Recently closed
2 tabs

History

Zoom

Working...
Print...

www.bbc.co.uk
Cast...

Find...

Windows Accounts - Chrome Web Store
2 tabs

More tools i
Mail - Joel Eastman - Outlook

Edit 2 Home | Microsoft 365

Settings 2 tabs

Help

Bat




Step 6

7’

Click ‘Clear browsing data

History

@
& cCO @

History

Chrome history
Tabs from other devices

Turn off Journeys

Clear browsing data [/

Step 7

Deselect ‘Browsing History’ & ‘Cookies and other site data’, then click ‘Clear data’

Clear browsing data

Basic
Last hour

Browsing history

O

Cookies and other site data

O

Cached images and files

o

Cancel Clear data

Step 8 Close Google Chrome down and open it back up again. Repeat steps 1-4

15



When accessing UWTSD Office 365 services via a web browser, you will be prompted to select a
certificate for authentication. This will be the certificate you installed previously. Click OK to
allow this.

Select a certificate

Select a certificate to which you want to authenticate
device.login.microsoftonline.com:443

Subject Issuer Serial

725d3cb0-6b96-468e-ade1-8... MS-Organization-... CF4AAA59ABDCS...

Certificate Information Cancel “

You will then be prompted to enter a password into the keychain. Once entered click Always Allow

Google Chrome wants to sign using key
“Microsoft Workplace Join Key” in your
keychain.

L€

| Rl

To allow this, enter the “login” keychain password.

Password:

lissite ? Always Allow Deny Allow

iice.login.microsoftonline.com took too long to respond.

Please Note: When you are prompted to enter a username and password at this stage, this will
be your Administrator username and password. If you are unsure of this, please contact the
owner of the Mac

16
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