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Summary

The document will summarise what a user may experience when accessing university owned data
and Cloud services such as 0365 Email, Teams from a personal BYOD device using a Web Browser
interface such as Microsoft Edge.

Web Browser Access

UWTSD recommend that wherever possible users access University owned data and Cloud services
such as 0365 Email, Teams from a university provided device.

Accessing University owned data and Cloud services such as 0365 Email, Teams from a personal
BYOD device using a Web Browser interface will be possible but with reduced functionality.

Users will be warned that the connection is monitored for security purposes as below

J Click Continue to Microsoft Exchange Online

Access to Microsoft Exchange Online is monitored

For improved security, your organization allows access to Microsoft Exchange Online in monitor
mode.

Access is only available from a web browser.

(] Hide this notification for all apps for one week

@ Continue to Microsoft Exchange Online

Users will have full access to all Microsoft Cloud services such as 0365 Email, Teams but the
following actions will be blocked when access is via a web browser:

e Downloading attachments from Outlook Web Mail
e Downloading files from Teams Online, OneDrive Online, SharePoint Online
e Copying/Printing the contents of files etc



Users will receive the following messages should they attempt any of the above actions.

Downloading attachments

Download blocked

Downloading UCISA-HEFESTIS Collaboration Agreement.pdf is blocked by your

organization's security policy.

Your personal BYOD device is currently not managed by UWTSD and blocked from
Downloading organisational data.
To download organisational data onto your personal device, please enrol your device in
the University's endpoint management solution — Microsoft Intune. Please visit
www.uwisd.ac.uk/BYOD for further information and user guides on how to enrol your

device.

Microsoft Defender for Cloud Apps Close

Copying/Printing



Action blocked

This action is blocked by your organization's security policy.

Your personal BYOD device is currently not managed by UWTSD and blocked from
printing/copying erganisational data.
To print/copy organisational data on your personal device, please enrol your device in
the University’s endpoint management solution — Microsoft Intune. Please visit
www.uwtsd.ac.uk/BYOD for further information and user guides on how to enrol your

devica,

Microsoft Defender for Cloud Apps Close
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