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Important Information

By enrolling your personal device in the University’s MDM solution “Microsoft Intune”, Microsoft
provide UWTSD the functionally to remotely reset your device to its out of box experience. UWTSD
policy is that it will NEVER factory reset a personal device.

Before taking the decision to enrol your device you must ensure your data is backed up to an
external source such as an external drive or cloud storage.
How to Back Up Your Data and Keep Your Files Safe (techtarget.com)

By enrolling your device, you acknowledge that the university will not be responsible for any loss of
data from your device.
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.techtarget.com%2Fwhatis%2Ffeature%2FHow-to-back-up-your-data-and-keep-your-files-safe&data=05%7C01%7Cs.r.thomas%40uwtsd.ac.uk%7Cc3127d8dfd8349d9466808db03b6b182%7C4e0f11f9046e45059cb8db2152311e21%7C0%7C0%7C638107855416447836%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oNtYCwX5hOwk0sKGA%2B73zrbLhxNn7ByBSpux8lD5F8Q%3D&reserved=0

Enrolling your device

Please Note: If you are seeing the following blocking message, please click ‘Settings > Accounts
> Access work or school’, click ‘Yes’ open the setting, and proceed to step 4 on the guide

*
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You can't get there from here

This application contains sensitive information and
can only be accessed from:

+ Devices or client applications that meet University
of Wales Trinity Saint David management
compliance policy.

If this is a personal device you can choose to let
University of Wales Trinity Saint David manage your
device by going to Setti ngs > Accounts > Access
Eiwork or schoolﬁand clicking on "Connect”. When
you've finished come back and try again.

More details

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us
on 0300 500 5055.

Did you mean to switch apps?

Did you mean to switch apps?

"Work or school account” is trying to open “Settings”™.
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Stepa

Click on the start button, then the settings cog found on the left panel above the power button.

Step 2

Click on *Accounts’

Q

y, seund, notifications,

Personalization

Background, lock screen, colors

Gaming
Xbox Game Bar, captures, Game
Mode

Update & Security
Windows Update, recovery,
backup

Calculator

Calendar

Camera

Clock

Cortana

Devices
Bluetooth, printers, mouse

Apps
Uninstall, defaults, optiona
features

Ease of Access
Marrator, magnifier, high

contrast

Phone

Link your Android, iPhone

Accounts

Your accounts, email, sync,

wark, family

Search

Find my files, permissions

Network & Internet

Wi-Fi, airplane mode, VPN

Time & Language

Speech, region, date

Privacy

Location, camera, microphone
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Step 3

Click *‘Access work or school’ in the left-hand menu

Accounts
A= Your info
] Email & accounts

Sign-in options

Access work or school

Step 4

Click ‘Connect’ and enter your university e-mail address then click ‘Next’.

@)

Family & other users

Sync your settings

Access work or school

(Get access to resources like email, apps. and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask

them.

Connect
+
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Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

Joe.blogs@uwtsd.ac.uk

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

Next

Steps

Enter your password, then click 'Sign in’.
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Enter password

Password

Forgot my password

Sign in with another account

Need IT Help? Visit www.uwisd.ac.uk/mfa, or call us

on 0300 500 5055.

Terms of use  Privacy & cookies
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Step 6

Approve the MFA prompt.
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Approve sign in request

@ Open your Microsoft Authenticator app and
~ approve the request to sign in.

i can't use my Microsoft Authenticator app right now:

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us
on 0300 500 5055.

Terms of use  Privacy & cookies

Step7

Wait until your device registers with the university.

Hold on while we register this device with your company and apply policy.

This may take a moment...
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Step 8

Click *‘Done’.

You're all set!

We've added your account successfully. You now have access to your organization's
apps and services.

Please Note: You will need to wait at least 5-10 minutes for the compliance checks to complete
before you are able to access corporate data.

8|Page



Enabling Browser Single Sign-On

Summary

The following section details how to enable Web Browser single Sign-On once your device is
enrolled. This will allow you to access organisational data without any cut, copy, paste and
download restrictions.

Please Note: You will only need to make this configuration once on your preferred browser choice.

Microsoft Edge

Stepa
Open Microsoft Edge
Step 2

Top right of the browser, Click sign-in.
O] B Newtd x [+ - -3 X
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Step3

Under the ‘Choose an account’ section, confirm that your university e-mail address appears. If it
does, click 'Sign in to sync data’. If it doesn't, click ‘Sign-in” and proceed to Step 4.

Profile 1

Back up your browsing data
® ... your favorites,
@ passwords history, and more
on all your devic

Microsoft Privac ement

Choose an account
K
Sign in to sync data

Sg Browse s guest

@B Add profile

Step 4

Enter your university e-mail and password.

X X

B® Microsoft

Let's get you signed in

B Enter password

No account? Create with any email, Gmail or phone!

Forgot my password

Sign in with another account

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us
on 0300 500 5055.

©2021 Microsoft  Privacy Statement Terms ofuse  Privacy & cookies ...
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Steps

Approve MFA.

Prifysgol Cymru
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Approve sign-in request

e Open your Microsoft Authenticator app and
approve the request to sign in.

Need IT Help? Visit www.uwtsd.ac.uk/mfa, or call us
on 0300 500 5055.

Terms of use  Privacy & cookies

Step 6

If the following box appears, untick ‘Allow my organisation to manage my device’ then click ‘OK'.

X

Stay signed in to all your apps

Windows will remember your account and automatically sign you in to your apps and
websites on this device. This will reduce the number of times you are asked to log in.

|

Allow my organisation to manage my device

® Selecting this option means your administrator can install apps, control settings and
reset your device remotely. Your organisation may require you to enable this option to
access data and apps on this device,

No, sign in to this app only
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Step7

Click‘Done’.

You're all set!

‘We've added your account successfully. You now have access to your organization's
apps and services.
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Google Chrome

Stepa
Open the following link within Google Chrome:

Windows Accounts - Chrome Web Store (google.com)

Step 2
Install the extension.
Step3

Click on the extension button within your toolbar and pin the ‘Windows Account’ extension.

Extensions

No access needed

These extensions don't need to see and change

information on this site.

& LibKey Nomad
Windows Accounts

2  Manage extensions

Step 4

Select the 'Windows Account' extension found in the top right extension toolbar and then login
with your university e-mail address and password.

© Login| Microsoft 365 x|+ | v - a8 x
C & offkecom e x[@]s oz
We use optional cockies to improve your experience on our websites, such as through social mediia connections, and to cisplay personalised advertising based on your online sctivty. If you
(@) reject optional cookies, only cookies necessary to provide you the services will be use. You may change your selection by cicking "Manage Cookies'at the bottom of the page Privacy Accept Reject Manage cookies
Statement Third-Party Cookies

BE Microsoft |  Office  rroducts +  Resources - Temphtes  Support My account Alvicosort © signin ()

The Office app is becoming the new Microsoft 365 app, your home to find, create, and share your content and ideas. Leam more >

3-0

Office is becoming
Microsoft 365

The all-new Microsoft 365 lets you create, share and
collaborate all in one place with your favourite apps

i

Sign up for the free version of Microsoft 365 >
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https://chrome.google.com/webstore/detail/windows-accounts/ppnbnpeolgkicgegkbkbjmhlideopiji

Please note: If you see the screenshot below, please delete your browser cache by following the
steps below:

W\

Access to Microsoft Exchange Online is monitored

For improw i organization : y Microsoft Exchange Online in monitor

only available from a web b

[[] Hide this notification for all apps for one week

nline

Steps

Click ‘Customise and control Google Chrome’ button, then select ‘History’, then ‘History’ again.

+Own Devic... = Volume Licensing Serv... = Sharec

New tab
New window

MNew Incognito window

History
History
Downloads

Bookmarks Recently closed

Z0 2 tabs
Lfoom
Working...
Print...
www.bbc.co.uk
Cast...
Windows Accounts - Chrome Web Store
Find...
2 tabs
More tools
Mail - Joel Eastman - Qutlook

Edit : 2 Home | Microsoft 365

Settings 2 tabs

Help

Bat

Step 6

Click ‘Clear browsing data’.
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4D History

< Cc 0

® History

Chrome history
Tabs from other devices

Turn off Journeys

Clear browsing data [/

Step7

1

Deselect ‘Browsing History’ & ‘Cookies and other site data’, then click ‘Clear data’.

Clear browsing data

Cached images and files
Fr an 69.5 MB. Some sites may

Cancel Clear data

Step 8

Close Google Chrome down and open it back up again. Repeat steps 1-4.
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Mozilla Firefox

Stepa

Open the browser.

Step 2

Open the application menu and click 'Settings'.
Step3

In the left menu, select 'Privacy & Security' and then scroll down to 'Logins and Passwords' and
tick 'Allow Windows single sign-on for Microsoft, work and school account'.

@ General Logins and Passwords

@ Home

Ask to save logins and passwords for web sites Exceptions...

w4 Autofill logins and passwords
. - 9 P Saved Logins...

Search
Q Suggest and generate strong passwords

Show alerts about passwords for breached web sites Lea

Use a Primary Password

E More from Mozilla § i
Allow Windows single sign-on for Microsoft, work, and school accounts
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